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Installation

If a French translation of this user manual is required by Health practitioner from Canada, Imbio
shall provide it within 30 business days.

Introduction

The hardware specifications below will provide enough resources to run a single algorithm at a
time. If additional jobs are submitted while one is running, those jobs will be queued. If customer
requires a higher number of concurrent jobs, additional VMs will need to be obtained.

The application is deployed as two or more VMware vSphere-compatible OVA “appliance” files,
one “core” VM, which provides Imbio’s core automation functions and one or more “compute”
VMs, on which the actual image processing is performed.

Imbio Core Computing Platform (ICCP) v2.3.0.154 is intended for use in Enterprise installation
configuration only. ICCP v2.3.0.154 does not support either the Bridge+Cloud or Cloud
installation configuration.

Requirements

Hardware Requirements

Imbio Core Computing Platform (ICCP) is deployed into a VMware vSphere environment. As
such, all of the below hardware specifications assume that they are assigned to the ESXi
guests, and are reserved for their use.

CCP Core VM Requirements
Quad-core, 64-bit capable CPU, 2.0GHz minimum
32GB RAM

200GB Disk Storage minimum (more may be required depending on usage’)
1 GigE Virtual NIC

CCP Compute VM Requirements

Quad-core, 64-bit capable CPU, 2.0GHz minimum

32GB RAM (more may be needed depending on use case and algorithms needed)
200GB Disk Storage

1 GigE Virtual NIC

' Dependent on volume and SET configuration
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Firewall Requirements

These firewall rules (if required by customer’s network policy) need to be applied to the
customer’s network equipment. It is assumed that the core and compute VMs reside on the
same layer 2 network and as such, have no restrictions on communication between them. If this
is not the case, please contact Imbio support.

Egress Rules

443/tcp to mc.scripzo.com (Package and license updates)
443/tcp to sumologic.com (logging manager)

443/tcp to sgs.us-west-1.amazonaws.com (logging / monitoring)
123/udp and 123/tcp to local NTP server

53/udp and 53/tcp to local DNS resolvers

25/tcp or 587/tcp to local SMTP server

80/tcp and 443/tcp to *.imbio.com (operating system updates)
80/tcp and 443/tcp to mirrors.syringanetworks.net

443/tcp to sgs.us-east-1.amazonaws.com

443/tcp to s3.amazonaws.com

443/tcp to scripzo-mission-control.s3.amazonaws.com

80/tcp and 443/tcp to *.ecr.us-east-1.amazonaws.com (container registry)
Misc. ports as needed for DICOM network transfers

Ingress Rules

e 8443/tcp from administrative subnet (Imbio CCP management interface)
e Misc. ports as needed for DICOM network transfers

Network Service Requirements

SMTP server that will relay mail from Imbio CCP
DNS resolvers
NTP Server or Servers (if these cannot be provided, then Imbio CCP will require access
to a set of external NTP servers)

e 1 static IPv4 address for each VM (1 for CCP Core and 1 each for CCP Compute
instances)

e A VPN tunnel to the Imbio Core server and Imbio Compute servers.
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Installation Procedure

Overview

The installation of Imbio CCP involves downloading the Imbio CCP OVA. Imbio support will
work with you to either provide download links for the OVA images or to upload them to a
customer-owned file transfer service.
Generally speaking, both components (CCP Core and CCP Compute) follow a similar
installation path:

1. Download and import the OVA into the vSphere environment. This will be the Core VM.
Clone the instance once; this will be the first Compute VM.
Add DHCP reservation(s) for the two VMs.
Power on each instance.
Grant remote access to the Imbio support team for completion of installation by setting
up VPN access to the machine.
6. Imbio support staff will complete the installation.

ok wb

Installation of Imbio CCP Core

The Imbio CCP Core service needs to be installed first. The process is as follows:

1. Import the Imbio CCP OVA.

2. Create a DHCP reservation for Imbio Core’s MAC address.

3. Power on Imbio Core VM. The IP address is printed to the console’s login screen after

boot up. Inspect the console output to verify that the correct IP address is assigned.

4. Grant Imbio support VPN access to the machine.

5. Imbio support will finish the configuration.
Imbio Core is now configured. Proceed to “Installation of Imbio Compute” to complete the
installation.

Installation of Imbio CCP Compute

Your site may be licensed for a number of Imbio CCP Compute instances. The configuration of
the Imbio Compute software is identical on all instances. The installation procedure involves
installing and validating the first instance, then cloning to the licensed number instances.

1. Clone the Imbio CCP Core VM.

2. Create a DHCP reservation for Imbio Compute’s MAC address.

3. Power on Imbio Compute VM. The IP address is printed to the console’s login screen
after boot up. Inspect the console output to verify that the correct IP address is
assigned.

4. Grant Imbio support VPN access to the machine.

5. Imbio support staff will finish the configuration.

If multiple compute instances are warranted in this installation, the CCP Compute VM can be
shut down at this point, and cloned as many times as needed. Steps 2-4 above will need to be
completed for each CCP Compute VM.

Imbio Document Number: DES-7137 Rev B P 6125207360 F 612.2344642
1015 Glenwood, Floor 4, Minneapolis, MN 55405 www-imblo.com



At this point, Imbio support will validate that the CCP application is fully functional and will work
with you to ensure proper integration with your existing DICOM tools.
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Imbio Admin Interface

The Admin Interface is a web application provided by the Imbio Core Computing Platform
(ICCP) that enables the end user to check job statuses without the assistance of Imbio Support
staff.

Accessing Imbio Admin Interface

Type https://<Host IP Address>:7443/ in your browser address bar and press enter to gain
access to the Admin page of the ICCP platform. The Host IP Address is the address of the VM
that is running the Core component as detailed in the Installation section. An initial
administrative username and password will be delivered by Imbio Support staff upon installation
of the system.

The following is the login page you should see:

Login
Username

Password

hclick Here!
ned up? F egister for an acc

NOTE: Upon first login, immediately change the password, by clicking theA“Change Password”
link in the upper right and following the online instructions.
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Admin user role

As an Admin user, you can add or remove other users. You can also perform activities that a
user with the 'default' role would be able to do, such as access the Jobs page to check job
statuses and download PDF reports of the job output. The following shows you how to manage
users. Proceed to the "Jobs Page" section to learn about how to check the statuses of jobs.

Viewing users

To check all registered and available users, navigate to the “Users Page”. This can be done by
clicking the menu shown in the image below.

IMBIO ENTERPRISE ADMIN CENTER

> Users

Click here for user page
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In the “Users Page”, you can check registered users, if they have been activated or not, create a

IMBIO ENTERPRISE ADMIN CENTER

> Users

Users ?cnck here to create user
List (3) Create

Email Acti

ctive Role Edit user Actions

) superadmin

° defauit a
@\ adn (2] <]

/ Deactivated user I

Delete user

Activated user

new user, delete an existing user and edit user details.

Creating new users

To create a new user, click the create button on the user page shown in the image above. This
will redirect you to the new page shown below.

IMBIO ENTERPRISE ADMIN CENTER

> Create Users

@ h Tick for active user

Default

to create user q S ey h Don't save and return to user page

Save and create another
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The circled fields are required to be filled. If active is checked then the user will be activated
automatically, if not then user activation is required. When all fields are filled, click the submit
button to create user, or save and add to create another user as well. Cancel cancels all fields
entered and returns you the the “Users Page”.

Editing an existing user

To edit a user, click the blue pencil icon next to the user you wish to edit, on the user page
shown in the image below.

IMBIO ENTERPRISE ADMIN CENTER

> Users

e
Emal Active Role Actions
‘‘‘‘‘ -admin o] superadmin

“““““ -nonadmin [} defaut
test@test.com [} admin a

Edit user

©imbio @)
Enterprise: dev.
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This will redirect you to the page shown below. The image also shows all available features for

IMBIO ENTERPRISE ADMIN CENTER

> Edit Users

’ Create new user
Ust Create ear

Email imbio-nonadmin

Active =l h Tick to activate user

Role Default

/ Save and Continue | Cancel _Cancel changes

Save changes

Save changes and
remain on page

that page.

User roles

To check which user levels (roles) are available, click the roles menu located under users menu.
This will take you to the roles page shown in the image below.
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IMBIO ENTERPRISE ADMIN CENTER

> Roles

........

nnnnn

@I.m:n o
The Super Admin role is reserved for Imbio Staff. The Admin role should be used for staff on
site who are responsible for managing other user accounts. The Default role should be used for
everyone else. Users with the default role can only view the Jobs page and perform rudimentary

account maintenance for their account (ex: change password).
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General Activities

Viewing Jobs

Click on the Jobs link in the menu to open the Jobs page. This is also the home screen. This
page will be the first thing you see after logging in.

IMBIO ENTERPRISE ADMIN CENTER

Jobs > Jobs
Ust(®) | AddFiters  With selected~
O Accession Patient a Patient Name Patient DOB Study Date Profile Status Created Date Actions

The image below shows all features available on the jobs page. All columns can be sorted that
are blue in color. Only active pencil icons can be clicked for use of the SET.
NOTE: SET is not active for your installation.

IMBIO ENTERPRISE ADMIN CENTER

oo > Jobs Inacti
Pdf report not ”aSCEQ’e
downloadable

List (1) /Add Filter v With selected~
Accession Patient d Patient Name Patient DOB Study Date Profile Status Created Date Acy
) 10009Y_NJC_COPD 10009Y_NIC_COPD [UNKNOWN] 01/01/1900 PROFILEOL COMPLETE 10725717 12:09:00 m A
o 100050 nc_copD 100050_NoC_copD oy ovo1500 - coupLeTe 102417 155200 / [aN-N-]
Show details page ’ ‘
Pdf report is Enabled
downloadable SET
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Downloading CSV report

In addition to downloading a PDF report of the job, the output can be downloaded in CSV format
for one or more jobs. This can be done by selecting the desired jobs with the checkboxes found
in the first column on the jobs page, clicking the “With Selected” menu and selecting “Download

Aggregated CSV”.

IMBIO ENTERPRISE ADMIN CENTER

Jobs > Jobs
Click here to create CSV report
List(1) ~ AddFiter- | With selected~ of the selected jobs
Download Aggregated CSV
Accession Patient Name Patient DOB Study Date Profile Status Created Date Actions

Download PDF Reports

10009V "NIC_COPD 10009Y_NIC_COPD [UNKNOWN] 01/01/1900 PROFILEOL COMPLETE 10125117 12:09:00 [« YR

10005Q_NJC_COPD 10005Q_NIC_COPD [UNKNOWN] ov0v1900 PROFILEOL COMPLETE 1024127 155200 Ba

Click these checkboxes
to select jobs
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Details Page

For viewing a job in greater detail, click the magnifying glass icon labeled show details in this
image. This will redirect you to a different page which should look similar to the image below.
From here you can view the PDF report without downloading, Download the PDF report for later
viewing, navigate to the bridge profile of the job, open SET and view the previous actions taken
in the SET for this job.

IMBIO ENTERPRISE ADMIN CENTER

> Job Detail

General Info

e . . o
. . Open Bridge profile for this job
Study UID: 1.2.840.113619.2.25.4.477716.1199985250.845

Data Source: External Data Source

Created Date: 10/25/17 09:21:30

10/25/17 09:21:32

5/17 09:21:32

0
wallable reports: View/Download PDF report

Open Segmentation Editor:

Lauch Segmentation Editor

Segmentation Editor History:

No actiiy Open SET
Diagnostics
e
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Adding filters

You can create job filters, to filter the amount of jobs listed, by clicking the Add filter button
shown in the image below and selecting the column to filter content of.

IMBIO ENTERPRISE ADMIN CENTER

> Jobs

List(2) | AddFiterv | with selected~

Accession
O Accessi Patient Name Patient DOB Study Date Profile Status Created Date Actions
Patient ID
Patient Name bc_copp 10009Y_NIC_COPD [UNKNOWN] 01/01/1900 PROFILEOL COMPLETE 10/25/17 12:09:00 E L s
profile
Stats lac_copp 10005Q_NJC_COPD [UNKNOWN] 0110171900 PROFILEOL COMPLETE 1024117 15:52:00 Ba
Study Date

Created Date

After selecting the filter field the following screen will appear. The image below shows the button
functions in detail.

IMBIO ENTERPRISE ADMIN CENTER

List (2) Add Filter v With selected~

x patientName | | contains |+ h Write filter text here Click here to apply filter ﬁ
Accession Patientid Patient Name Patient DOB Study Date Profie Status Created Date Actions
10009Y_NIC_COPD 10009Y_NIC_COPD [UNKNOWN] 01/01/1900 PROFILEOL COMPLETE 10125117 12:09:00 E L s
R — P — R - f—— conmere P o) -]
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Registering a new account

Clicking the "Register for an Account" link on the login page should bring you to a page that
looks similar to the image below. This feature allows new users to request an account from their
administrator. The user will not be able to login until the account has been approved and
activated by the administrator.

To register, flll in all fields and click the register button.

Register

Will be used as username

»

Fill in all fields and click here
|

If the registration was successful, you will be redirected back to the login screen with a message
telling you to wait for activation.

Imbio Document Number: DES-7137 Rev B P 6125207360 F 612.2344642
1015 Glenwood, Floor 4, Minneapolis, MN 55405 www-imblo.com



Modifying password

To change the password click the blue icon with your username, this has been circled in the
image below, and click change password from the dropdown.

IMBIO ENTERPRISE ADMIN CENTER

Change password
> Roles
Logout
U@

Name Description Actions

default Default

superadmin Super Admin

You will be redirected to a different screen. Here it will ask you to enter your previous password
and the new password you wish to change to. Your new password will have to be entered in two
separate fields as to make sure you didn’t make any typos. Then click the Change password
icon shown below.

IMBIO ENTERPRISE ADMIN CENTER

Home. > Change password
- OI;p:assv:ord
New ;’assword
N i
Click to apply changes
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Logging out

To logout of the current user, click the blue user icon found in the top right corner of the screen
(shown in this image) and from the dropdown select logout. This will redirect you to the page
shown in this image. If you see that page you have successfully logged out. Please note that
logging out will negate the "remember me" option that can be used at login.
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